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5CoOmo instalar la herramienta
OSSEC 2.8 en Slackware 13.37¢

5Qué es OSSEC?

Es un proyecto open source, que permite monitorear y controlar los sistemas.
Combina aspectos de HIDS (Host-Based intrusion detection), monitoreo de
logs y manejo de incidentes.

Para mds informacidn visite: hitp://ossec.github.io/docs/manual/non-
technical-overview.html

Requerimientos del sistema

Para poder instalar la herramienta se deben incluir paquetes que permitan
compilar e instalar paguetes, los cuales se listan a continuacion:

v a/
o glibc-solibs-2.13-1486-4.txz
kernel-modules-2.6.37.6-1486-2.txz

(0]

v d/

make-3.82-1486-2.txz
gcc-4.5.2-1486-2.txz
gcc-g++-4.5.2-1486-2.txz
binutils-2.21.51.0.6-1486-1.txz
kernel-headers-2.6.37.6_smp-x86-2.txz

o O O O O

o

kernel-source-2.6.37.6_smp-noarch-2.txz

mpfr-3.0.1-1486-1.txz
glibc-2.13-1486-4.txz
glib2-2.28.6-1486-1.txz
glib-1.2.10-1486-3.txz
libmpc-0.8.2-1486-2.txz
libmcrypt-2.5.8-1486-1.txz

O O 0O O O O

o wget-1.12-i486-1.txz


http://ossec.github.io/docs/manual/non-technical-overview.html
http://ossec.github.io/docs/manual/non-technical-overview.html
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Proceso de instalacion
1. Descargar la Ultima version, se ejecuta el siguiente comando

wget -U ossec -0 ossec.tar.gz

2. Descomprimir el archivo y entrar a la carpeta:
tar —xvf ossec.tar.gz
cd ossec-hids-2.8.3/

4. Cuando ejecutemos el archivo, se iniciard el proceso de instalacion,

como queremos instalar un agente HIDS debemos escoger las
siguientes opciones:


https://bintray.com/artifact/download/ossec/ossec-hids/ossec-hids-2.8.3.tar.gz
https://bintray.com/artifact/download/ossec/ossec-hids/ossec-hids-2.8.3.tar.gz
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-- Press EN

Presionamos Enter.

1- What kind of installation do you want (server, agent, local, hybrid or help)? agent

En el siguiente paso nos preguntard la ruta en la que queremos instalar
el agente, la ruta estdndar en el laboratorio es /usr/local/ossec

Z— Setting up the installation environment.

— Choose where to install the 035EC HIDS [rusr~slocalrossec]l: -~usr~local-ossec

AqQui ponemos la IP del servidor que va a recolectar los eventos.

3— Configuring the OSSEC HIDS.

3.1- What's the IP Address or hostname of the 0SSEC HIDS seruer?:
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3- Configuring the OSSEC HIDS.
3.1- What’s the IP Address or hostname of the OSSEC HIDS server?: 10.2.78.8
- fAdding Server IP 10.2.78.8
3.2- Do you want to run the integrity check daemon? (ysm) [yl:
— RBumning syscheck (integrity check daemon).
3.3- Do you want to run the rootkit detection engine? (y-ml) [yl:
— RBumning rootcheck (rootkit detection).

3.4 - Do you want to enable active response? (y-nld [yl:

Para las siguientes 3 opciones, damos enter para que habilite los
servicios que necesita.

Setting the confiquration to analyze the following logs:
~var-/log-messages

~var-log-secure

~var-log-zys log

svar-adm-zys log

~varsadm-messages

~var/log-maillog

— If you want to monitor any other file, just change
the ossec.conf and add a new localfile entry.
finy guestions about the configuration can be answered
by wvisiting wus online at http:~//www.ozszec.net

—— Press ENTER to continue ——

Presionamos Enter y comenzard el proceso de instalacién, en caso de
generarse un error se debe revisar que todos los paquetes listados
anteriormente se encuentren instalados.
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Ftarted ossec-agentd. ..
Ftarted ossec-logcollector...
ftarted ossec-syscheckd. ..
ompleted.

- Configuration finished properly.

To start 0SSEC HIDS:
svarsossec-binsossec-control start

To stop OSSEC HIDS:
svarsossecs/bins/ossec-control stop

The configuration can be viewed or modified at rvar-ossecrsetcrossec.conf

Thanks for wusing the OSSEC HIDS.

If you have any question, suggestion or if you find any bug,
contact us at contactPossec.met or using our public maillist at
ossec-list@ossec.net

( http:  wuwuw.ossec.nets/mainssupports ).

More information can be found at http://uww.ossec.net

——— Press ENTER to finish (maybe more information below). ——

Si la instalacion se completd con éxito, se debe mostrar el mensaje
anterior.

Conectar el servidor a la plataforma OSSIM

1. Generamos la llave en la plataforma OSSIM. Para ello nos dirigimos a
la pestana Enviroment->Assets & Groups. Aparecerd un listado de
activos conectados a la plataforma, en caso de que no aparezca
en el menu:

Assets

ADD ASSETS v

Assets

Nos dirigimos a Scan For New Assets en caso de que se quiera
escanear la red, eligiendo qué activo queremos escanear en el menu
lateral:
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SCAN FOR NEW ASSETS
TARGET SELECTION

Please, select the assets you want to scan:

Local_10_2_0_0_16 (10.2.0.0/16) - r'l'\,rpe here to search assets
= 4¢3 All Assets
[E] Assets
-- =8 Asset Croups
= .;-.-';] Networks
.;-.-';] 10.2.0.—/-
[¢l- |53 Local _10_2_0_0_16 (10.2.0.0/16)
5 10.10.3./~
[#- ;2 Network Groups

-

m DELETEALL

SENSOR SELECTION

® 1 ocal sensor Launch scan from the local sensor
'Y Automatic sensor Launch scan from the first available sensar

» SELECT A SPECIFIC SENSOR
ADVANCED OPTIONS

e
Timing template:

¥ Autodetect services and Operating System

Fast mode will scan fewer ports than the default scan

54} Enable reverse DNS Resolution

START SCAN

O lo podemos anadir manualmente, en la opcidén Add Host:

NEW ASSET Q

-

Vaives marked with (*} are mandatory

Name =

IP Address ~

lcon Allowed format: Up to 400x400 PNC, JPC or CIF image
l:‘ Choose icon .

Location

|Umdetermmed location

FQDN/Aliases

Asset Value * External Asset *
O Yes @ No
Sensors *

¥ 10.2.78.8 (ossim)

Operating System

- g
f A Goifo de
Guinea
Guinea
Ecuatorial
Gabén

=l
(—Dams del mapa 2017 Goegle, ORION-ME | Condicicnes del servicio

Latitude/Longitude I:I I:I

Model

Description

Devices Types

|—— Devices -- v H'Wpes v |m
| -

Nos dirigimos al menu Enviroment->Detection->Agents
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N,

DASHBOARDS

ANALYSIS

Bl

X

ENVIRONMENT REPORTS CONFIGURATION
HIDS WIRELESS IDS
OVERVIEW | AGENTS | AGENTLESS | EDITRULES | CONFIG | HIDS CONTROL
-

AGENT CONTROL SYSCHECKS AGENT.CONF
Automatic HIDS deployment is anly available for assets with 2 Windaws OS defined in the asset details pages. If
you are unable to deploy a HIDS agent to a Windows machine, you may need to update the OS field on the
asset details.
AGENT INFORMATION ADD AGENT

D « AGENT NAME & ASSET ¢ IPraibr ¢ CURRENTIP CURRENT USER STATUS & ACTIONS

@ oo aliznvault (server) ossim 127.0.0.1 127.0.0.1 Activeflocal PO LEEORRE T
@ oo Host-10-2-67-111 Host-10-2-67-111 10.267.11 Disconnected COLREEODROT
@ : Host-10-2-78-103 OracleDB 10.2.78.103 Disconnected COLREEODTEEm
@ : Host-10-2:-65-3 coral 102653 102653

SHOWING 1 TO 4 OF 4 AGENTS

ventana:

MEW HIDS AGENT

Values marked with (™) are mandatary

50 that you can see the status of the agent from the asset views. *

Select an asset to connect to HIDS agent. This will associate the agent with the asset

Active

CORLEEOREST

el boton ADD AGENT y aparecerd la siguiente

|55.=.-':-' by IP ac

= ¢ All Assets
- 5 Assets
Asset Groups
=-.51'- Networks

Network Groups

Agent Mame *

IP/CIDR * This is a dynamic IP address (DHCP)
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En esta ventana buscamos la ip del activo que acabamos de
agregar, y automdticamente pondrd los campos correspondientes a
la IP y el nombre del agente. Damos click en el botdn Save y se
guardard la configuracion del agente HIDS.

NEW HIDS AGENT

Values marked with () @are mandatory

Select an asset to connect to HIDS agent. This will associate the agent with the asset
50 that you can see the status of the agent from the asset views. ©

Host-10-2-90-3 (10.2.50.3)

- ¢ All Assets

Agent Mame *

Host-10-2-90-3 |

IP/CIDR* [ This is a dynamic IP address (DHCP)

l10.2.90.3 |

3. Copiamos la llave generada haciendo click en el botdn ™ aparecerd
un didlogo con la llave que se debe utilizar para conectar el servidor
con la plataforma:

Agent key information for "3 i
MyBIb3NOLTEWLTHNjUIMyAxMC4yLjY 1LiMg M2Y3MZdmOTAyMZAUY]AdMmYUOTRINZBJZG\ZOWZ\NZg3ZDEZYZKZOTZ\ZDCxMWQxZNxZTMdZWFhMGEyYWVJMg

Configurar llave de la plataforma OSSIM en el
servidor Slackware

1. Nos dirigimos a la ruta donde estd instalado OSSEC
(/usr/local/ossec/bin):
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root@slackware :susr-local ossecsbintt ls

agent—auth= ossec—agentd=*  ossec-execd= ossec—lua*  oszec—syscheckd=
manage_agents= ossec—control= ossec-logcollector= ossec—luacx util.sh=

2. Ejecutamos el script manage_agents:
rootlslackware : svar-sossec-sbin#f .-manage_agents

-30E-J0f-Jof-Jof 3o -JoF-Jof-Jof-Jof-Jof-3nf-nf-af-aE~3aE - - - - o - o - Jof - Jof-Jof-Jof-Jef-Jef-JoE-Jof-of-of—of-3nf-3af e -ef- oo

= O353EC HIDS vZ.8.3 Agent manager. *
= The following options are available: ==

=mE o303 -oE - Jof 3 ~of~Jof - ~3nf o - Jof ~3E~of~Jof - Juf~3nf 3o -Jof ~3E~of~Jof - Juf—3nf-ef -Jof 3 ~of-Jof-Juf-Jnf-ef-Jof -3eE-ef-Jof-Jef-oE-

(I)mport key from the server (I).
(Jiuit.
Choose your action: I or Q: _

Seleccionamos la opcidon “I'" y escribimos la llave generada:

* Prouide the Key generated by the =erver.
* The best approach is to cut and paste it.
e (JBS: Do not include spaces or new lines.

Paste it here (or “Sg’ to quit):

Nos aparece el menu anterior y seleccionamos la opcion “Q".

3. Corremos el script de inicio del agente:

./ossec-control start

rootlslackware: fusr/local/ossec/bing . /ossec-control start

Starting 0S3EC HIDS +2.8.3 (bv Trend Micre Inc.)...

Started ossec-execd...

2017/03/09 13:23:20 ossec—agentd: INFO: Using notify time: 600 and max time to reconnect: 1800
Started ocssec-agentd...

Started ossec-logcollector...

Started ocssec-syscheckd...

Completed.

rootl@slackware: fusr/local/ossec/bing I

Con estos pasos ya quedard conectado el servidor a la plataforma OSSIM.
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Version actual 1.2

Autor Maria Alejandra Blanco Uribe
Fecha de 02/03/2017
creacion
Modificaciones
Responsable Fecha Cambio
Maria Alejandra 09/03/2017 Cambios en las rutas de
Blanco Uribe archivos y comandos a
ejecutar.
David Rivera 21/04/2021 Se aplica una correccion al

manual y a su vez sufre
POCOS cambios.
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